Office of the Secretary of Defense

in 5 U.S.C. 552a, OMB Circular A-130,!
and DoD 5400.11-R2 and provides guid-
ance and procedures for use in estab-
lishing the Privacy Program in the Of-
fice of the Secretary of Defense (OSD)
and those organizations assigned to
OSD for administrative support.

§311.2 Applicability and scope.

This part:

(a) Applies to the OSD, the Chairman
of the Joint Chiefs of Staff, Uniformed
Services University of the Health
Sciences (USUHS) and other activities
assigned to OSD for administrative
support hereafter referred to collec-
tively as ‘““‘OSD Components.”’

(b) Covers record systems maintained
by OSD Components and governs the
maintenance, access, change, and re-
lease of information contained in OSD
Component record systems, from which
information about an individual is re-
trieved by a personal identifier.

§311.3 Definitions.

Access. Any individual’s review of a
record or a copy of a record or parts of
a system of records.

Disclosure. The transfer of any per-
sonal information from a system of
records by any means of oral, written,
electronic, mechanical, or other com-
munication, to any person, private en-
tity, or Government agency, other
than the subject of the record, the sub-
ject’s designated agent, or the subject’s
guardian.

Individual. A living citizen of the
United States or an alien lawfully ad-
mitted to the United States for perma-
nent residence. The legal guardian of
an individual has the same rights as
the individual and may act on his or
her behalf.

Individual access. Access to personal
information pertaining to the indi-
vidual, by the individual, his or her
designated agent or legal guardian.

Maintain. Includes maintenance, col-
lection, use or dissemination.

Personal information. Information
about an individual that is intimate or

1Copies may be obtained by contacting
EOP Publications, 725 16th Street, NW.,
NEOB, Washington, DC 20503.

2Copies may be obtained via internet at
http://web7.whs.osd.mil/corres.htm.

§311.5

private, as distinguished from informa-
tion related solely to the individual’s
official functions or public life.

§311.4 Policy.

(a) It is DoD policy to safeguard per-
sonal information contained in any
system of records maintained by any
DoD Component and to permit any in-
dividual to know what existing records
pertain to him or her in any OSD Com-
ponent covered by this part.

(b) Each office maintaining records
and information about individuals
shall ensure that their privacy is pro-
tected from unauthorized disclosure of
personal information. These offices
shall permit individuals to have access
to, and to have a copy made of all, or
any portion of records about them, ex-
cept as provided in Chapters 3 and 5,
DoD 5400.11-R, and to have an oppor-
tunity to request that such records be
amended as provided by the Privacy
Act of 1974 and Chapter 3 of DoD
5400.11-R. Individuals requesting access
to their records shall receive concur-
rent consideration under 5 U.S.C. 552a
and the Freedom of Information Act,
as amended, if appropriate.

(c) Heads of OSD Components shall
maintain any necessary record of a per-
sonal nature that is individually iden-
tifiable in a manner that complies with
the law and DoD policy. Any informa-
tion collected must be as accurate, rel-
evant, timely, and complete as is rea-
sonable to ensure fairness to the indi-
vidual. Adequate safeguards must be
provided to prevent misuse or unau-
thorized release of such information.

§311.5 Responsibilities.

(a) The Director of Administration
and Management, Office of the Sec-
retary of Defense (DA&M, OSD) shall:

(1) Direct and administer the DoD
Privacy Program for OSD Components.

(2) Establish standards and proce-
dures to ensure implementation of and
compliance with the Privacy Act of
1974, OMB Circular No. A-130, and DoD
5400.11-R.

(3) Designate the Director for Free-
dom of Information and Security Re-
view as the point of contact for individ-
uals requesting information of access
to records and copies about themselves.
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